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Abstract  This paper firgtly introduces the history of Linux kernel firewall. With the analysis of Netfilter framework and its implementation in 1Pv4
protocol stack, a smple kernel filter module is presented to illustrate the kernel firewall design technique under Netfilter framework. Finaly, new
directionsin firewall design under Netfilter framework are briefly discussed.
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2.4.16 Netfilter 1Pv4
Netfilter 1Pv4 2
1Pv4 Netfilter
A
ip_queue_xmit() ip_local_deliver()
ip_output() ip_rev()
ip_finish_output() net_bh()
v
2 IPv4
Netfilter NF_HOOK

include/Linux/Netfilter.h

#ifdef CONFIG_NETFILTER
1 Netfilter

_ I/hook()

#define NF_HOOK (pf, hook, skb, indev, outdev, okfn) \

(list_empty(&nf_hookd[ (pf)][(hook)]) ? (okfn)(skb) : nf_hook_dslow
((pf), (hook), (skb), (indev), (outdev), (okfn)))

#else [* ICONFIG_NETFILTER */

#define NF_HOOK (pf, hook, skb, indev, outdev, okfn) (okfn)(skb)

#endif /*CONFIG_NETFILTER*/

nf_register

Netfilter
NF_HOOK okfn
nf_hook_slow()
nf_register_hook() NF
_HOOK
()PF , PF_INET PF_INET6 PF
_DECNet
(2hook HOOK IPv4 11 5
(3)skb  Linux
(4)indev  outdev struct net
_device ( 5 nf_register_hook
)
(5)okfn: HOOK
Linux2.4.16 IPv4 IP_PRE
_ROUTING ip_rcv IP
IP_LOCAL_IN ip
_loca_deliver IP
IP_FORWARD ip_fowrard
ICMP 1P
_POSTROUTING ip_finish_output
IP
_LOCALOUT
IP_LOCALOUT
ip_queue xmit ip_build_and_send
_pkt
3 Netfilter
IPv4  Netfilter
Netfilter
Netfilter @
nf_register_hook

int nf_register_hook(struct nf_hook_ops *reg)
reg struct nf_hook_ops
struct nf_hook_ops{
struct list_head list;

nf_hookfn *hook; /* */
int pf;
int hooknum;
int priority;
P (NULLNULL}  IPv4 pf
PF_INET hooknum
priority
HOOK
nf_hookfn struct nf_hook_ops
nf_register_hook HOOK
nf_hookfn

unsigned int nf_hookfn(unsigned int hooknum, struct sk_buff **
skb,const struct net_device *in,const struct net_device *out, int (*okfn)
(struct sk_buff *));
5 NF_HOOK
NF_ACCEPT NF_DROP
NF
_STOLEN NF_QUEUE NF_REPEAT [1]

Netfilter nmap
sampl efilter(nf_hookfn)
(NF_IP_PRE_ROUTING) ipfilter(nf_nf_hook
_0ps ) ip
_rev() samplefilter
gtatic struct nf_hook_ops sampl efilter_ops
={ {NULL,NULL} ,samplefilter,PF_INET,NF_IP_PRE
_ROUTING,NF_IP_PRI_FILTER-1};
static unsigned int samplefilter(unsigned int hooknum,struct sk
_buff **skb,const struct net_device *in,const struct net_device *out,int
(*okfn)(struct sk_buff *))
{
struct iphdr *iph = (* skb)->nh.iph;
__u32 sip=iph->saddr;
__u32 dip=iph->daddr;
struct tephdr *teph;
if(iph->protocol == 6){ 1 IPv4
teph=(struct tephdr*)((__u32 *)iph+iph->ihl);/ TCP
if((tcph->fin)& & (teph->syn)& & ('teph->rst) & & (! teph->psh) & & (!
teph->ack)& & (!teph->urg)){
printk("SF_scan  from  %d.%d.%d.%d to %d.%d.%d.%d\n",
NIPQUAD(sip),NIPQUAD(dip));
return NF_DROP; /*nmap *}}
return NF_ACCEPT;//
}
nf_register_hook
nf_unregister_hook(& samplefilter_ops)
[

(&samplefilter_ops)
4

filter.o
Netfilter nmap
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