29 10

2003 6
Vol29 Neo 10 Computer Engineering June 2003
1000—3428(2003)10 —0129—03 A TP393.08

Linux Iptables

( 820 200030)
Linux IP —iptables iptables iptables

Linux Iptables

Creation for Firewall Using Iptables in Linux
LIU Hua YAN Guozheng DING Guoqing
(820 Ingtitute of Information Measurement and Instruments of School
of Electronics & Information Technology, Shanghal Jiaotong University,Shanghai 200030)
Abstract This paper presents the tool-iptables for administrating IP packets in Linux. The paper presents the detail usage of the iptables. A firewall
can be created using iptables. An exampleis presented
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[etc/rc.local
#!/bin/sh
#

# This script will be executed * after* al the other init scripts.
# Y ou can put your own initialization stuff in hereif you don't
# want to do thefull SysV styleinit stuff.

touch /var/lock/subsys/local

#The following lines are the scripts for the firewall!
echo 1>/proc/sysnet/ipv4/ip_forward  // 1P
iptables-F INPUT 1 INPUT

iptables -F FORWARD 1 FORWARD

iptables -F POSTROUTING -t nat 1
POSTROUTING //

iptables -P FORWARD DROP

1 FORWARD DROP

I

iptables -A FORWARD -s192.168.0.0/24 -j ACCEPT

1 192.168.0.0/24

iptables -A FORWARD -i ethl -m state --state ESTABLISHED,
RELATED -j ACCEPT //

1 ESTABLISHED
TCP /I RELATED FTP ICMPping
1 /proc/net/ip_conntrack

i
iptables -t nat -A POSTROUTING -0 ethl -s 192.168.0.0/24 -
j IIMASQUERADE // IP ethl
1 SNAT
/i -0 -i

#port:80 for http

iptables -A INPUT -p tcp -i ethO -d 192.168.0.1 --destination-port
80-j ACCEPT

iptables -A INPUT -p tcp -i ethl -d 202.120.16.87 -destination-port
80-j ACCEPT

#port:23 for telnet

iptables -A INPUT -p tcp -i ethO -d 192.168.0.1 --destination-port
23-j ACCEPT

iptables -A INPUT -p tcp -i ethl -d 202.120.16.87 -destination-port
23-j ACCEPT

#port:21 for ftp

iptables -A INPUT -p TCP -i ethO -d 192.168.0.1 -destination-port
21-j ACCEPT

iptables -A INPUT -p TCP -i ethl -d 202.120.16.87 -destination-
port 21 -j ACCEPT

#Reject any machine visit noe-http, non-ftp, non-telnet

iptables-A INPUT -p TCP -j DROP

iptables -A INPUT -p UDP -syn -j DROP

[etc/rc.local
iptables
5
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