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A Implemantation of Connecting Local Network with Internet

Sharing one IP Based on Linux System
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Abstract  This paper introduces how to set up a basic linux firewall system which permit local users to be connected

with internet using one IP through IP_Masquerade.The firewall analyses and processes all packages traversing it which

seems that the firewall send and receive all messages with the hosts outside not perceiving the interior network.Running

the firewall system can promote the whole network security and protect interior local network from being attacked easi-

ly.The administrator can control access of interior network to internet and forbid it to visit some limited sites.

Keywords Linux firewall IP_Masquerade Internet

Internet Internet IP
P UNIX  Squid
Ip P
Ip
P
Linux
Linux
Web FTP E_mail Gopher Ip Linux
XWindows
news realaudio
Windows NT Internet
Linux
1P Internet
ipchains 2.0
Internet Linux Redhat 6.0
Linux
/ /
Internet
Socket

socket

Windows  WinGate

P

Internet

2.0

telnet fip irc

Ip

Internet

Internet Linux 2.2

ipfwadm

ipfwadm

2002.6

169



P
P ICMP
hitp sendmail pop3 fip

FTP ipchains
“IP " IP Masquating  Kernel 2.2.X

IPChains P In-
ternet

1 2.2 Linux

Modem
P
Internet
2 Linux
3
1
P #8 J5 1
PR A1 BAR, BERATHE TR A,

{182.168.1.2) (192.168.1.3) (192.168.1. 4)

LinuxBh k
- &R FI% R Eethl é
(192.168.1. 1) E

= ]

LinuxEAL SR R e tho
L@- f%oz. 114. 2. 25)

L Internet j

1
RFC1597
10.% % % 172.16.% *
192.168.%*.*
Linux ethO
ethl
192.168.1.* ethO 202.114.2.25 Lin-
ux Redhat6.1
Inter-
net
1 ethl 192.168.1.1
192.168.1.* 192.168.1.0

170 2002.6

192.168.1.255

2
3 DNS
DNS
3
ipchains IP input
IP output  IP forward  user defined

input
forward

user defined

ACCEPT DENY REJECT

MASQ REDIRECT ACCEPT DENY
REJECT
ICMP ICMP
DENY  REJECT ICMP
MASQ forward user defined
IP Masquerading
REDIRECT input user defined
TCP ubp

CONFIG_IP_TRANSPARENT_PROXY

lointerface (FHIREEIHLD)

DNS ipchains
#
/sbin/ipchains —F forward
# Ip
echo "1” > /proc/sys/net/ipv4/ip_forward

/sbin/ipchains —A  forward —j MASQ -s
0.0.0.0/0 —i ethO

192.168.1.0/24 -d

Internet

192.168.1.111 192.168.1.254
192.168.1.254 202.114.2.1
/sbin/ipchains —A forward —-j MASQ -s 192.168.1.111/32 -d
0.0.0.0/0 —i ethO
/sbin/ipchains —A forward —j MASQ -s 192.168.1.254/32 —d !
202.114.2.1/32 -1 ethO

DHCP  BOOTP

#The "bootp_client_net_if_name” should be replaced the name of

Internet



the link that the

#DHCP/BOOTP server will put an address on to.This will be
something like "ethQ” "ethl”.
/sbin/ipchains —A input —j ACCEPT - i bootp_clients_net_if_name
-s 0/0 67 -d 0/0 68 —p udp

/ete/re.d/re firewallrules

4
Ip
# 1P | »
/sbin/ipchains —A input —j DENY i eth0 —s 192.168.0.0/16 nternet
/sbin/ipchains —A input —j DENY -i ethO —-d 192.168.0.0/16
/shin/ipchains —A output —j DENY —i ethO -s 192.168.0.0/16
/shin/ipchains —A output —j DENY —i eth0 -d 192.168.0.0/16 2001 3
/sbin/ipchains —A input —j DENY —i ethO —s 202.114.2.25/32
/sbin/ipchains —A output —j DENY -i ethO -d 202.114.2.25/32
# 1.Linux Firewall HOWTO
/sbin/ipchains —A input —j DENY —-i ethO —-s 127.0.0.0/8 2.Linux Kernel HOWTO
/sbin/ipchains —A input —j DENY -i ethO —-d 127.0.0.0/8 3.Linux IP-Masquerade HOWTO
/sbin/ipchains —A output —j DENY —i eth0 -s 127.0.0.0/8 4. Linux [M]. 1999
/sbin/ipchains —A output —j DENY -i ethO -d 127.0.0.0/8 5.Scott Fuller Kevin Pagan TIntranet
Linux /ete/re.d/ script [M]. 1997
re.firewallrules #chmod u+x re.fire- 6.Dee Ann LeBLanc Linux  Internet
wallrules /ete/re.d/redocal [M]. 1997
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