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finish). NF_HOOK (PF_ NET) N F_A CCEPT, ip_ local_ deliver_ fin-
(NF_IP_.LOCAL_N) (skb), ish ' ;
) skb_ NF_DROP,
dev, NULL, Hook ,
read (socket, data, length)
write(socket,data, length) sys._read()
sys_write(} sock_read()
sock write() inet_read()
inet_write(} tep_read()
inet_send() data_ready
tep_write(} tcp_data()
mui loc get_sock()
build_header () tcp_fev()
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ip_queue_xmit () blockfmput
dev_qugu:_mit [} ei_receive()
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, unsigned char * data= (void * ) (* skb)- > nh iph + (* skb)
- >nh iph- > ihl* 4
: (* skb)- > nfcache|= NFC_UNKNOWN;;
my. c, if ((*skb)- > len= = 100)
EAK H#Empma R {

ﬁﬁ[ ook :_.{ B H Hooks I—»I Hookd }ﬂ%

2 IPv4 netfilter

100

# include < linux/config h>

# include < linux/module h>

# include < linux/ip. h>

# include < linux/netfilter_ ipv4 h>

static unsigned int my_ hook (unsigned int hook, struct sk_ buff
* * kb,

const struct net_ device * in, const struct net_ device * out,

int (* okfn) (struct sk_ buff * ))

{
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printk ("my_ hook: dropping packet! “W"); /A og the event
returnNF_DROP;

}

returnNF_A CCEPT;

}

static struct nf_hook_opsmy_ops

= {{NULL,NULL},my_hook, PF_. NET,NF_IP_LOCAL _

OUT,NF_IP_PRI_FLTER- 1};

int init_module(void)

{ return nf_ register_ hook (&my_ops); }

void cleanup_module(void)

{ nf_unregister_ hook (&my_ops); }

nf_hook_ops
{NULL,NULL}

my_opsmy_ops

; my_ hook
; PF_NET iNF_IP_.LOCAL_OUT
, my_ hook . my_ hook
5 , Hook, NF_ IP_LOCAL _
OouUT, sk_ buff , ,
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: , my. o
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DESIGN OF SECURITY APPLICATION BASED
ON L NUX KERNE. FIRENVALL NETFLTER

WANG Hong-jian SHAO Peirying ZHANG Ji

1D gparment & Canputer Science o Graduate School o U niversity of Science and Technology o China, B eijing 100039, China)
2(Camputer Institute of B eijing Polytechnic U niversity, B eijing 100080, China)

Abstract Thispaper analyzed how N etfilter dealsw ith data packet in theL inux networking subsysten. At the end, we give
themethod to design security application based on L inux kernel firev all netfilter both in system-gace and user-gace
Key words Firevall; Security gpplication; Hook mechanisn
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