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Building an Integrated Firewall Based on Linux Kerne
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Abstract : This article describes the netfilter framework of firewalls based on the newest Linux kernd , includirg the
conceptions, principles, and usage of package filter firewalls, proxies, statef u-ingection technology , NAT and DMZ. 1t is
mainly discussed the chdlenge of how to build an integrated firewall system with statef ul-ingpection by writing an interface of
WebAdmin with Perl/ CGl language. The WebAdmin provides an unique management interface to maintain the whole
srategiesof the firewall , which is both available whether in short or lorg distance. Al it supports the dynamic |P address
gained from ADS. service, an integrated DNS proxy server , and connection tracking, and it epeciadly integrates a PPTP
VPN server. With al these functions, it becomes a strong and al-irrone firewal system.
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